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Create a Private zone

 This is a HowTo create a Private zone

» Aprivate zone is a "closed network” with it's own DHCP
server and gateway

« Basically we convert the endpoint to a SOHO router

Where to use?
* Holliday appartments
» Cabins for rent
* Other??

* In this example, we have Cabin'’s at a holiday centre
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Create a Private zone

Navigate to Network

Add new Zone
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1. General

2. Network
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3. Ethemet 4. Wireless 6. Endpoints

Multicast

Multicast querier @D

VLANs +

Name

Configuration

Default

my-management-access

Guest-network

Private-network

Trusted hosts + ~ddne

Name

Zones + Add ne

Name Route VLAN

vID

25

100

Host

Client isolation

X X X X

1P address @

1P address @ Member ports
102.16810.1/16F - «
Eth #4 ‘
102.168.1.60 /24 Eth #1 «
Eth#2 ‘
Eth#3 ‘
Enabled
1P netmask
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* Name the new Zone Zoes =+ rdd e
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* Name the new Zone Zoes =+ rdd e

* Select the network to be used

Pri -nety
(200) Legal and licenses
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* Name the new Zone Zoes =+ rdd e

Name Route VLAN IP address @ IP netmask
| o = | o] | o) s
on new

Name Route VLAN P address & IP netmask

Cabin-networks lSe\ec\ . N @] [ 0] =]

* Select the network to be used etz

Default (1)

wiorl
(200) Legal and licenses
W

» Assign the IP scope for the DHCP server =
on the "private zone” [

Cabin-networks Guest-network (100) 172.16.11 255.255.255.0

——/
Bk
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Create a Private zone

« Navigate to Wireless

« Add new SSID
e | will use the SSID’s

- 'Cabin-1" o =

1. General 2. Network

« 'Cabin-2"
® "cabin -3 ” Wireless settings 4 Add new

Band steering [ o]
Region. Denmark
ssiD 2.4 GHz 5 GHz
TriaxSetup_b9bb v v
Guest v v
Private v v

(=

3. Ethemet 4. Wireless

Network

Configuration (0)

Guest-network (100)

Private-network (200)

Security

WPA2 Personal

WPA2 Personal

WPA2 Personal
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6. Endpoints

Cipher

CCMP 1
TKIP; CCMP 1
TKIP; CCMP 1
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 Select the network
« Here we must use the "Zone network”

SsiD 2.4 GHz 5 GHz Network Security Cipher
TriaxSetup_bobb v v Configuration (0) WPA2 Personal CCMP <
Guest v v Guest-network (100) WPA2 Personal TKIP; CCMP 4
Private v v Private-network (200) WPA2 Personal TKIP; CCMP 4
Cabin-1 v v Disabled b -
ssiD: Cabin-1 @: Disabled } Ll
Hide SSID: Security: :

Configuration (0)

Radios: @D 240GHz @D 56GHz Cipher. Default (1)

my-management-access (25]
Private SSID: (2] Passphrase: v 9 @9)

Guest-network (100)

Private-network (200)

Cabin-networks (Guest-network (100))
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* Do you want the devices to be visible to
others on the network?

« Chromecast devices requires this...

TriaxSetup_babb v v configuration (0) WPAZ2 Personal CCMP 1
Guest v v Guest-network (100) WPAZ2 Personal TKIP; CCMP 1
Private v v Private-network (200) WPA2 Personal TKIP; CCMP 1
Cabin-1 v v Cabin-networks (Guest-network (100)) WPA2 Personal TKIP; CCMP h
SSID: Cabin-1 Network Cabin-networks (Guest-network (100)) [}
Hide SSID: Security: WPAZ2 Personal
Radios ‘) 2.4 GHz p 5 GHz TKIP x CCMP x

Private SSID will allow S
Private SSID: B2 same EP to communicate, regan of general RS sesssand| @

(VLAN) client isolation s
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» Configure wifi security

ssiD 2.4GHz 5GHz Network Security Cipher
TriaxSetup_babb v v configuration (0) WPAZ2 Personal CCMP 1
Guest v v Guest-network (100) WPAZ2 Personal TKIP; CCMP 1
Private v v Private-network (200) WPA2 Personal TKIP; CCMP 1
Cabin-1 v v Cabin-networks (Guest-network (100)) WPA2 Personal TKIP; CCMP h
SSID: Cabin-1 Network Cabin-networks (Guest-network (100)) [}
Hide SSID: Security: WPAZ2 Personal
Radios: @ 24GHz @ 56GHz Cipher. TKIP X CCMP x
Private SSID will allow SSID ts (cross-band) on
Private SSID: same EP to communicate, regardless of general  RUEES @

(VLAN) client isolation settings.
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Create a Private zone

* Repeat creating new SSID’s
* Use the same Network
» Use different passphrase!

$sID 2.4GHz 5 GHz

TriaxSetup_bobb v v
Guest v v
Private v v
cabin-1 ¥ g v
Cabin2 ¥ v v

SSID: Cabin2

Hide SSID:

Radios: @ 246GHz @ 56Hz

Private SSID; «© 0

Network Security Cipher
Configuration (0) WPA2 Personal cCMP ]
Guest-network (100) WPA2 Personal TKIP; CCMP <
Private-network (200) WPA2 Personal TKIP; CCMP Al
Cabin-networks (Guest-network (100)) WPA2 Personal TKIP; CCMP <
Cabin-networks (Guest-network (100)) WPA2 Personal TKIP; CCMP -
[ Network: Cabin-networks (Guest-network (100)) ] a
Secunty. WPA2 Personal
SsID 2.4GHz 5GHz Network
TriaxSetup_bgbb v v Configuration (0)
Guest v v Guestnetwork (100)
Private v v Private-network (200)
Cabin-1 v v Cabin-networks (Guest-network (100))
Cabin2 v v cabin-networks (Guest-network (100))
Cabin-3 v v Cabin-networks (Guest-network (100))
SSID: Cabin-3 [ Network:
Hide SSID: Security.
Radios @ 24GHz @ 56Hz Cipher.
Private SSID: @O e Passphrase:
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Security

WPA2 Personal

WPA2 Personal

WPA2 Personal

WPA2 Personal

WPA2 Personal

WPA2 Personal

Cipher

CCMP

TKIP; CCMP

TKIP; CCMP

TKIP; CCMP

TKIP; CCMP

TKIP; CCMP

Cabin-networks (Guest-network (100))

WPA2 Personal

TKIP %

ccMP X
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L3 L
¢ NaVIgate to Endpo’nts Groups = Add new
« Add figurati
new con Igura Ion group Default group: Setup
LEDs auto-off 15 minutes
~ J - "
° The f’rst group ’ ca”: cab’n -1 Name Wireless SSIDs Ethernet access Ethemet trunk
° select the Cabin-1 SSID Setup TriaxSetup_b9bb X Configuration (0) Not selected 4
Guest Guest x Disabled Not selected 1
Private Private X Disabled Not selected 1
cbm-l Not selected 4 Disabled Not selected h
TriaxSetup_babb [
Group name: dth Ignit @ Block DHCP server
Guest
cabin-1 .
Private
Cabin-1
Cabin-2
@pnints + | cabina Search
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« Navigate to Endpoints
« Add new configuration group

Groups =+ Addnew

Default group: Setup

LEDs auto-off: 15 minutes

[} The first group ’ ca”: ’cabin _1 ” Name Wireless SSIDs Ethemet access Ethemet trunk
° select the Cabin-1 SSID Setup TriaxSetup_babb X Configuration (0) Not selected {
° select the "zone cabin ﬂetworku Guest Guest x Disabled Not selected ‘

Private Private x Disabled Not selected 1
cabin-1 Cabin-1 x [ Disabled VN Not selected -
Group name: G.hn banfjwidth | Cenfiguration (0) DHOP server u
Default (1)
cabin-1

my-management-access (25)
Guest-network (100)
Private-network (200)
Endpoints = Add new L Export CSV L Import CSV| Search

ZONES

® Name Group Model mac; Cabinnetworks (Guestnetwork RX/Tx, Mbps
(100))
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° Limit the bandWidth Groups = Addnew
» Cabin-1 users will share 30/15 Mbps N .

 Block un-authorized DHCP servers ;

Name Wireless SSIDs. Ethemet access Ethernet trunk
Setup TriaxSetup_bdbb x Configuration (0) Not selected 1
Guest Guest x Disabled Mot selected 4
Private Private X Disabled Mot selected Al
cabin-1 Cabin-1 % Cabin-networks (Guest-network (100)) Not selected A
Group name: @D G.hn bandwidth limit @D Block DHCP server g
cabin1 Download, Mbps: Upload, Mbps:
30 ‘ 19 8
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* Repeat for cabin-2 and cabin-3

Groups =+ Add new

Default group: Setup

LEDs auto-off 15 minutes
Name Wireless SSIDs Ethemet access Ethernet trunk
Setup TriaxSetup_bobb X Configuration (0) Not selected Al
Guest Guest x Disabled Not selected ‘
Private Private X Disabled Not selected ‘
cabin-1 Cabin-1 % Cabin-networks (Guest-network (100)) Not selected Al
cabin-2 Cabin-2 % Cabin-networks (Guest-network (100)) Not selected 4
cabin-3 Cabin-3 % Cabin-networks (Guest-network (100)) Not selected Al
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« Navigate to Endpoints

* At the bottom of the page you see all
registered endpoints

Ee i

1. General 2. Network 3. Ethernet 4. Wireless 6. Endpoints

Setup TriaxSetup_bbb X Configuration (0) Not selected 4
Groups =
Guest Guest x Disabled Not selected 1
Default grot
Private Private % Disabled Not selected 4
LEDs auto«
cabin-1 Cabin-1 % Cabin-networks (Guest-network (100)) Not selected 1
Name
cabin-2 Cabin-2 x Cabin-networks (Guest-network (100)) Not selected 4
Setup
cabin-3 Cabin-3 x Cabin-networks (Guest-network (100)) Not selected 1
Guest
Private
Endpoints = Add new L importcsv Search
® Name Group Model MAC address Uplink Rx/Tx, Mbps
® ERCCEId Sety EPCIW 30:1R9AT70:08:1D EoCout #1 0/0 ¥ <
. e : 1672/1870 Mbps
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* The endpoints can be assigned to the
configuration groups during installation

e Or

Ee i

1. General 2. Network 3. Ethernet 4. Wireless 6. Endpoints

Setup TriaxSetup_bbb X Configuration (0) Not selected 4
Groups =
Guest Guest x Disabled Not selected 1
Default grot
Private Private % Disabled Not selected 4
LEDs auto«
cabin-1 Cabin-1 % Cabin-networks (Guest-network (100)) Not selected 1
Name
cabin-2 Cabin-2 x Cabin-networks (Guest-network (100)) Not selected 4
Setup
cabin-3 Cabin-3 x Cabin-networks (Guest-network (100)) Not selected 1
Guest
Private
Endpoints = Add new L importcsv Search
® Name Group Model MAC address Uplink Rx/Tx, Mbps
® ERCCEId Sety EPCIW 30:1R9AT70:08:1D EoCout #1 0/0 ¥ <
. e : 1672/1870 Mbps
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* The endpoints can be assigned to the
configuration groups during installation

e Or

Endpoints =+ Add new

From the controller (register serial no. when installing)

» Select the group "Cabin-1" for the endpoint in cabin-1
*  Select the group "Cabin-2" for the endpoint in cabin-2
» Select the group "Cabin-3" for the endpoint in cabin-3

« Andsoon

* Done...

24/02/2023

© TRIAXA/S

& Export CSV L Import CSV

TRIAX

Academy

Search
® Name Group Model MAC address Uplink Rx/Tx, Mbps
[ ] EREAEH Setuj EPCIW 30:1F9A70:08:1D EoC out #1 0/0 5 -
D : : 1872/1870 Mbps
l S/N 383200022018190044 ] G.hn Rx/Tx 0/0 a
OTIWare Version:; 3.9 G.hn port: EoC out #1

Ethernet link:

Ethernet Rx/Tx:

MAC:

Name:

Description

Wiralace 2 A H7

Not connected

WiFi Rx/Tx: 0/0
” Wik lienic o
30:1F9AT0:08:1D Group: Setup
EPC_081d IGhn bandwidth None
imit
cabin-1

Automatically added Set endpoint bandwidth lj

Download. Mbps

cabin-3
o Guest
Wiralace 5 H7 cabin2

~N

v

J
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